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Summary

0 e Feelens Hccen Dela Techiflesl Dieen

o —mpirical strategy: Mining Software Repositories

e |he Framework: DataOps meets [SO/IEC 2507172
e My Lesson Leamed: Industrial Collaboration

e |[Nne lakeaway: VWny it matters for you
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Who | Am

Researcher, cngineer, Bridge Bullder.

e NMaster Degree [1C
Universita degl studi Roma Tre 11001

* [XChange 'Erasmus Program’
lampere University of lechnology

e Started Pn.D in Signal Processing and
\achine Leaming

e Noved to Software Engineering
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VWhat was like coding before ML

Navigating In lechnical Detot

eveloping classical Signal Processing Developing ML in Python
N \Matlab
e | nversioned Code ® nversioned Code
® | ofs of #Too q ® | Ofs of #10Do
® | nversioned Data ® [nversioned Data

® —paghett dependencies on
| lorares
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The Problem

lecnnical Dent

8h|pp|ng first-ime code Is like gomg Nto dept. A little debt speeds development so long as
1S paid back promptly with a rewrite. Opjects make the cost of this transaction tolerable.

'he adanger occurs when the debt Is Not repaid. every minute spent on Not-quite-ngnt

code counts as interest on that depbt. Entire engineering organizations can e brougnt to a

stand-still under the debt load of an unconsolidated Implementation, object-oriented or
otherwise.”

Ward Cunningham, 1992

'D Tampere University



The Problem

lecnnical Dent

lechnical et refers 1o the consequence Of ChoosiNg SUD-
optimal technical aecisions that aeliver short-term benefits at
the cost of increased complexity, rework, or reduced
quality in the uture

Ward Cunningham, 1992
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The Problem

lecnnical Dent
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The Exolion o Technica Deb rom

DevOps to Generative Al l l l
A multivocal literature review

e Build ML/GenAl e ML for Defect

Systems e Al Dev Tools Prediction
B e TD from Al Code ° Empirical
g S——A‘ * New Debt Types Quality/Process Methods using

® Need for MLOps

Al

* Specialized Skt approaches for
developing sottware that Is driven

Oy O Uses Al
OUR STUDY
PY A‘__S: Multivocal Literature Review
i , , L RQ1: How TDM approaches and tools are tailored for SE4Al?
® JS@ OWE TOQ‘S WEQ’” RiEk=citif® ° RQ2: TDM-related benefits and consequences for AI4SE
oroductivity software engineerng
fecycle
e AlASE - Research - —
O lUEE o ools 10 ex}dEne anc valioaie Activities of TDM in SE4AI Impact of TDM in AI4SE

' | Types of TDM in SE4AI Problems of TDM in AI4SE
r'esearch contrioutions Challenges of TDM in SE4AI Challenges of TDM in AI4SE




RQs

RQ1: How does TDM need to be tailored to match
the needs of

developing Al-driven software”

RQ2: How does the use of Al during code
development affect TDM?

Corpus Overview

Retrieval from bibliographic sources
Reading by Title and Abstract

-Ull Reading

Quality Assessment

Primary Studies

Search Strategy

Multivocal Approach:
. 4 digital libraries + 3 Search engines:
. ACM Digital Library, [EEEXplore Digital
Library, Web of Science, and Scopus.
Google, Yahoo, Bing
Systematic screening following
Kitchenham guidelines
10+ Years of Al-Enabled SE evolution

Data Extraction

Study theme

Activities of TD management

Type of Td identified In the work
Challenges faced in the work

Impact of the work

Main problem to be addressed
Challenges faced in the work
Opportunities encountered in the work




RQ1: How does TDM need to be tailored to match the needs of developing Al-driven
software”?
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RQ1: How does TDM need to be tailored to match the needs of developing Al-driven
software”?
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Software Data ML Model  Configuration ML System Bias Fairness

N/A ML Pipelines & Technical &
Feedback Architectural Development Dependencies Challenges & & Infrastructure Complexity & & Explainability
Challenges  Orchestration

Loops Debt & Code Quality & Evolution  Optimization

Challenges
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RQ2: How does the use of Al during code development affect TDM?

#of Papers

Technical Debt Al-Driven Code  System Code Quality Risks & Productivity & Code Orphaned Enhanced
Management & Automation & Complexity Maintainability Challengesin  Efficiency Complexity & Code & Documentation

Reduction = Management Scalability & & Software  Al-Generated Gains Optimization ~ Ownership
Performance Modernization Code Challenges Issues

Issues

#of Papers

#of Papers

Security Al-Driven N/A Al Bias Ethics Al Complexity = =
re University

Code Quality Al & ML- Al
Maintainability ~ Specific Governance Privacy & Risk Automation & & Human Operational
MLOps & Reproducibility & Data & Resource- Code Quality and Technical  Explainability Management Optimization Oversight  Challenges &
Automation Technical Debt in Related Technical Interpretability & Development Debt & Compliance Deplpyment
ML Systems Debt Entanglement Process Risks

Maintainability &
Software
Maintenance
Challenges

Problems




The Evolution of Technical Debt from DevOps to Generative Al
A multivocal literature review

e Now Debts are related 1o

e \/L Fipelines and reedback Loops

e \/L Models Challenges and Optimizations

e —XDlainaoility

o Arcniectures
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The Evolution of Technical Debt from DevOps to Generative Al
A multivocal literature review

All of these new debts are all connected directly or indirectly to:

Data Debt
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Empirical Strategy

\VINiNg Software Repository

o \/otvation:
e Imoalance of DM 10
e Need 1o strengthen t

e (S04l

T Liooe &

Ne role O

" DensC

08 Elg eliouy

Management of ML ana Al-ariven sof

'nvestigating how DataOps practices are

e Jdopted In open-sou

® 0935essINg thelr maturty levels,

® analyzing the correlation betwee

scclUrmueEnon orf T,

and

piveleRaveS

Nd Infrastructure compared to Data

ndational discipline In the

ce and Industrial ML projects,

s,

N the maturity of DataOps practices and the
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Empirical Strategy

\VINiNg Software Repository

RQS:
o Are DataOps practices systematicaly adopted by OSS projects”

e \\Vhat Is the distrioution of the DataOps maturity among projects following DataOps
oractices”

o \\nat is the relationship betwesen DataOps projects’ matunty level and the 1D
symptoms detected In their development process’

® Hypothesis: there must be a highly correlated relationsnip between the DataOps
maturty level adopted by a project and its 1D symptoms
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Empirical Strategy

=1

1

DataOps practices systematically adopted by OSS projects

FILTER 1 FILTER 11 FILTER III FILTER 1V
Employing Employing Parsing projects' Repository mining
SEART Data GitHub's API for README for for 1nspact1()n on
Hub for Large- Incusion criteria DataOps ( DataOps practices

Scale Mmmg 1mplementat1on ' keywords

STUDY 35,248 20,410 550
CONTEXT PROJECTS PROJECTS PROJECTS

2 @.\/ .}

DATA

ANALYSIS
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Empirical Strategy

=2,

DataOps maturty

Level

Description

O - None

No evidence of DataOps practices

1 - Foundational

Minimal automation

2 - Basic

Some automation and limited integration

3 - Structued

Consistent application of DataOps practices

4 - Advanced

Full Automation
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Emplrlca\ Strategy

3 Relationship between DataOps matunty and 1D

24

J B
Healthy

Q Hotspot code health Average code health N Worst performer
8.8

Unhealthy

A weighted average of the Code Health in A weighted average of all the files in the A single file Code Health score representing

your hotspots. Generally, this is the most codebase. This KPI indicates how deep any the lowest Code Health in any module across
critical metric since low Code Health in a potential Code Health issues go.

hotspot will be expensive.

the codebase, and it points out long-term
risks.

2 J Tampere University
Source: https://codescene.com/product/code-health



https://codescene.com/product/code-health

1he work so far...

\an prodlem raised

® | ack Of tools offering a comprehensive altermnative 1o static analysis tools In software
engineerng

e BAG, powertul ally or Increasing debt threat”

¢ \/\\nat opportunities are we missing’”
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Data-related technical debt Is the most
pervasive and the most neglected type of
debt In Al systems



1he Framework
ovmptoms of Data-Related TD:

e [Data anft & concept drift
e Data provenance/lineags
o [Data quality validation

e \issing or Inconsistent Data versioning

® Hragmented or nidden transformations

o Outdated, stale, or low-quality datasets
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Why DataOps

DataOps = Data + Operations

Data Governance,
Data Integration: Extract, Orchestration, Automation, Culture: Roles, Goals, &
Transform, & Load (ETL) Monitoring & Management Change Management

oo

¢ )

. \& e \
\a N .
\‘,\o | \ ,

Data Discovery & Data & Analytics Life Cycle
Access Controls (Plan, Code, Build, Test,
Deliver, Configure)

« A o ' \
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https://codiant.com/blog/dataops-and-its-benefits-for-your-data-management/

ISO/IEC 25012/2008

Accuracy
Accessibility

Precision

Completeness

Availability

Compliance

Consistency Traceability Portability

Confidentiality
Understandability

Credibility

Recoverability

Efficiency

Currentness

1I5025000.com
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Source: https://www.is025000.com/index.php/en/iso-25000-standards/iso-25012



https://www.iso25000.com/index.php/en/iso-25000-standards/iso-25012

Jowards Al-based systems

Nherent Characternstics

Characteristic

Meaning

DataOps Guidelines

DataOps Practices

Accuracy

Real-word entities are correctly
represented

Rigorous Ingestion and
Validation steps

Automated Data Validation tests

Completeness

All required data is present

Continuous Delivery and

Monitor for missing-values count

Monitoring and Completeness Check
Consistency No conflicts =l Data Lineage Tools
Credibility Inistog . R Reliability of Metadata
meets Normative expectations [Transparency
Cureteness Data is up to date Near real-time data Triggers for data refresh
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Jowards Al-based systems
Nnherent & oystem-dependent Charactenstics (|

Characteristic Meaning DataOps Guidelines DataOps Practices

Accessibility Availaple and Retrievable Accessipilities for Teams Data-Cataloguing

Data meets Standard, Policies and

Compliance B teoiomen Data Governance Integration in Pipelines
Confidentiality etlied agiges;snauthonzed Secure by Design Dynamic Data Access policies
Efficienc Process with minimal resources SRR S Resource Usage Monitoring,
4 overnead P P Data Optimization Formats
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Jowards Al-based systems
Nnherent & oystem-dependent Charactenstics ()

Characteristic Meaning DataOps Guidelines DataOps Practices

lests for precision losses  |Checks for rounding/truncations,

Precision Enough detalls o S
across pipelines enforce schema definition

Trace and Track Origins, Changes, | Reproducibility and Version Data lineage tools, Metadata

Traceability Lineage and Usage @/elalife] and Data Versioning tools

Clear, Interpretable and ready to

Understandability e Used

Democratization of Data Data catalogues
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Jowards Al-based systems
ovystem-dependent Characteristics (|l

Characteristic Meaning DataOps Guidelines DataOps Practices

Accessible and Usable when Continuous data delivery and

AVESY needed eliability are core

Hignly-available architectures

Can be moved/transferred without | Pipelines are modular and

oss in quality nfrastructure are cloud/hybrid Sfidhces

Portability

Restorable after loss, corruption, olbacke Versioned Data Storage,

Recoverability or failure Medallion approach
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DataOps tools

Some altermatives

Commercial Tools
® | )atanricks
o —abric (Microsoft)
o Snowflake

® Commercial Stacks Data Cloud
e (5000
o ANNS
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Designing a Cloud-Native MLOps Pipeline

Nndustnal Collaboration

Company making use of Databricks

\Vaking best use of the data they had

Provide value though sensors

Inceoting MLOps Guidelines within the company

'D Tampere University



VWhy Datapricks

o \LOps is a set of processes and automation for managing code, data, and models to

mprove performance, staolity and 10
MLOPS =

® Scproduciollity:
® )ata: Data management
e Code: Version Control
® \/odels: Model Management
e Automated integration of Cl/CD

Ng-term efliciency of ML systems

DevOps + DataOps + ModelOps

elta Lake
(St
MiFLow

AzureMIL

—
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VWhy Datapricks

ata-centric approacn

Building reliable, performant data pipelines with £\ DELTA LAKE

Improve Data Quality

Raw Data

—

Raw Filtered, Cleaned, Business-Level

Integration Augmented Aggregates
)

O O

Streaming
I

“Landing zone"” for raw data, no Define structure, enforce schema, Deliver continuously updated, clean
schema needed evolve schema as needed data to downstream users and apps

2 J Tampere University
Source: https://www.databricks.com/glossary/medallion-architecture



https://www.databricks.com/glossary/medallion-architecture

VWhny Databricks

A New rerspective

® [hrough Databricks MLOps is an

® st DataOps Is ac
\Vinimum)

e \/odelsOps Is enfo

Nncremental and progressive approacn

Nieved (Siiver

(CEC and aEss

avallable througn m

® Hnally Automation |

flow

Nks all together

DevOps

ModelOps

DataOps
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| esson learned

Nndustnal Collaboration

e Around 60% of the time on the platform was related to DataOps: outside the platiorm
MOst of the time was related to disseminating xOps practices

® Al the gata, and models were made avalable 1or anyone WnNo Nad access Inside the
platform. — Reused for other projects

® (Colaboration provided improvements also In other projects where the industrial team
was Working
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WWhny this matters
1) Data Quality IS Technical Debt in Al Systems

® | ata issues accumulate silently = Delot

® [ )ata Fipelines are both the largest bottleneck and reason for ML systems 1o fal

® —O0r data practices — nignest cost In falures & aowntime

® [nvesting In DataOps = reduce risk of Falling in A
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WWhny this matters

2) DataOps maturity accelerates Al adoption

® | )ataps = stable and reproducible Al pipelines

® )ataUps maturity = faster, and Increased trust, in value for data

® Dataps Is evolving to accelerate Al

e 50 25012 = measurable governancs
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What does this mean”?
3) Moving towards GenAl

® —Urope is rapidly moving towards (GenAl, neglecting data foundations

® [\/lost companies make use of external avalaple models
® /e wil soon move towards “in house” made models through SLIMS
 Your data is your business!

® |cke caeofft
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What does this mean??

® [ yOuU are planning to adopt/improve your GenAl/ML business: you need DataOps

® |0 puUld Al pipelines — you need data quality governance

el Ccnalole Al =

—eoluce D Te Vel
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| et’'s keep In touch!

Sergio Moreschini, Ph.D.
MLOps Architect | Al Infrastructure & Cloud-Native ML |
Tampere University and University of Oulu
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Researcher, Engineer, Bridge Builder.




